OO011ecTBO C OrPAHUYEHHON OTBETCTBEHHOCTHIO
«Yupapjadamumas KoMnanus « MImjuieHnym»
125047, r. MockBa, BH.T€p.T. MyHULIUMNANbHBIA OKpYT TBepckoi, yn. ByTeipckuii Ban, 1. 10
WHH 9729373399, OI'PH 1247700284006

Peoaxyus om 17.06.2026

Pexomenganumu
no 3amuTe HHGOPMANMHU B LEJAX NPOTUBOAEHCTBUS HE3aKOHHBIM (PUHAHCOBBLIM ONEPAIUAM

OO11eCTBO ¢ OrpaHHUCHHON OTBETCTBEHHOCTHIO « Y paBJsionas koMnanus « MUIeHnyM» (fanee —
Oo6mectBo) B cootBercTBHH ¢ Ilomokenmem banka Poccum ot 20.04.2021 Ne 757-I1 «O6 ycTaHOBICHUH
00s13aTeIbHBIX JIJISI HEKPEIUTHBIX (DUHAHCOBBIX OpraHM3anuii TpeOOBaHMM K OOCCICUCHHUIO 3al[UThI
UHQOPMAIMH MPY OCYIISCTBICHUH ESTEIBHOCTH B chepe PUHAHCOBBIX PHIHKOB B IENAX MPOTHBOJACHCTBHSI
OCYIIIECTBIICHUIO HE3aKOHHBIX (DMHAHCOBBIX OMEpaIyii» JOBOJUT JO CBEJCHHUS CBOUX KIHCHTOB
PEKOMEHIAIUH 110 3alIUTC I/IH(i)OpMaHI/II/I oT BOSI{eﬁCTBI/IH IMPpOrpaMMHBIX KOJ0B, IPUBOJAAIINX K HAPYIICHUTIO
MITaTHOTO (DYHKIIMOHUPOBAHUS CPEJCTBA BHIYMCIUTEIBLHON TEXHUKHU (J1aree — BPEJOHOCHBIN KOJ), B LENSIX
NPOTHUBOJICHCTBUS HE3aKOHHBIM (DMHAHCOBBIM OTEPALIUAM, B TOM YKCIIE HHHOPMHUPYEM:

- 0 BO3MOXXHBIX PHUCKaX HECAHKIIMOHMPOBAHHOTO JOCTyMHa K 3alluiaeMoil WHGOpMAIHu ¢
LEJIBIO OCYIICCTBIICHMSI (PMHAHCOBBIX OTIEpAIUi JTUIIAMU, HE 00J1aIalONUMK ITPABOM UX OCYIIICCTBIICHHUS,

- 0 Mepax II0 TPEAOTBPALICHHIO HECAHKIIMOHWPOBAHHOTO JOCTyNa K 3alluiiaeMon
uHpOpMAIMK, B TOM YHUCIIE MpU yTpaTe (MOTepe, XWIIEHWH) KJIUEHTOM YCTPOMCTBA, C HCIIOJIb30BaHUEM
KOTOPOTO WM COBEpINANUCh JEHCTBUS B LENAX OCYIICCTBICHHS (UHAHCOBOH oOmepanud, KOHTPOIIO
KOH(HTYypaluy yCTPOWCTBA, C HCIOJIB30BAHUEM KOTOPOTO KIMEHTOM COBEPIIAIOTCS JEHCTBUS B IENAX
ocylIIecTBICHUST ()MHAHCOBOI oOmepalyy, U CBOEBPEMEHHOMY OOHAPYKCHHUIO BO3ACHCTBHS BPEIOHOCHOTO
KOJIa.

Pexomenmanmm o coOITI0IeHUIO HHPOPMAITMOHHOHN 0€3011acCHOCTH (COBOKYITHOCTH Mep, TPUMEHEHNE
KOTOPBIX HAIIPaBJICHO HA HETIOCPEICTBEHHOE 00eCIIeYeHNE 3aIUTh HH(OpMAIINH, POLECCOB, PECYPCHOTO
OpPraHMU3alMOHHOTO OO0CCIeUeHHs, HEOOXOAMMOTO JUIsi TNPUMEHEHUS YKa3aHHBIX MeEp 3alluThl) HE
TapaHTUPYIOT OOecreYeHne KOH(MUACHIMATBHOCTH, MEIOCTHOCTH W JOCTYMHOCTH WH(OpMAIMK, HO
MO3BOJISIIOT B IEJIOM CHH3HTh PUCKH WH(OPMAIIMOHHON 0E30MacHOCTH W MHHUMH3MPOBATH BO3MOXHEIC
HETaTUBHBIC TIOCIICICTBUS B CIIydae UX pear3allyH.

Mo 3ammumaemoii undopmaiueii moHUMaeTCs:

- uHQOpMaIKsl, CcojaepKaileiics B JIOKYMEHTaX, COCTaBISIEMBIX TPU OCYIICCTBICHUH
(hMHAHCOBBIX omepanuii B 3JIEKTPOHHOM BHe pabotHuKamu OOmiecTBa U (in) kiiuneHTamMu O01ecTa (nanee
- QNIEKTPOHHBIE COOOIIEHUS);

- uHpopmanust, HeoOxoaumass OOIIeCTBY Ui aBTOPU3AlM CBOMX KIMEHTOB B MLEJSIX
OCYIIECTBIICHUST (DUHAHCOBBIX ONEpalMidi W YJAOCTOBEPCHUs IpaBa KIMCHTOB PACHOPSDKATHCS I[IEHHBIMU
OyMaramu WJIM HHBIM UMYIIECTBOM;

- uHopmanust 00 ocyniecTBiIeHHbIX OOIECTBOM U €ro KIMEHTaMHi (PHHAHCOBBIX OTIEPaIlHSIX;

- KJTroueBasi HH(GopManus CpeICTB KpUNTorpaguyeckoi 3aiuThl HHPOPMALIUH, UCTIONIb3yeMast
OOm1ecTBOM U €ro KIMEHTaMH MPH OCYIECTBICHUN (PMHAHCOBBIX OIEpanuii.

1. Nudopmanusa 0 BO3BMOKHBIX PUCKAX HECAHKIMOHMPOBAHHOIO J0CTYIA K 3allMIIIaeMOH
HH(OPMALMH € HeJbI0 OCYIIeCTBIeHUs (PMHAHCOBBIX ONepANMii JIMIAMHU, He 00J1aJaI0IMMH IPABOM HX
OCyLIeCTBJICHUS

KimeHTs! HeCyT pucK ()MHAHCOBBIX MOTEPHh BCIEICTBHE HECAHKIIMOHMPOBAHHOTO JOCTYIAa TPETBUX
JUI] K 3alUIIaeMoi MH(OPMAaLMK C HEeNbI0 OCYIIECTBIECHUS TaKUMH JHMIAaMU (PUHAHCOBBIX Omepanuil mpu
OTCYTCTBHH IIPaBa Ha MX OCYILECTBJICHUE.

Puck mMoxeT OBITh pean30BaH, B TOM YHCIIE, B PE3yJIbTaTe CIEIYIOIINX COOBITHIA:

. yTpaThl (TIOTEPH, XUIIEHU) UACHTU(UKATOPOB TOCTYIA KIMEHTa K CHCTEME 3IIEKTPOHHOTO
B3auMozelicTBHs ¢ OOLIECTBOM, CHCTEMaM 4epe3 KOTOPbIe KIIMEHT OCYIIECTBIsIET (PMHAHCOBBIE OMEpalnH,
Napojei, KINYel 3JeKTPOHHOU IOAIUCH;



. MOJIyYEHHE TPETBbUMU JIMIIAMM JIOCTYIIa K YCTPOMCTBY KJIMEHTa B PE3YJbTAaTE €ro yTpaThl
(moTepu, XUIIEHUS ) U MOIyYCHUE C TIOMOIILI0 HETO 3aluiaeMor nHpopManuu u (KITH) JOCTYIIA K CUCTEMaM,
yepe3 KOTOpbIe KIMEeHT B3auMoaeicTByeT ¢ OOmiecTBoM, 1 (WITH) coBepInaeT (PMHAHCOBBIE OTepaIliH;

o BO3JICHCTBHS BPEJOHOCHOTO KOJa Ha YCTPOWCTBA KIHEHTa, B KOTOPBIX COAEPIKHUTCS
3amumaemMasi nHbopManusi, U (WIK) C MOMOIIBI0 KOTOPOTO KJIMEHTA OCYIIECTBIISICT B3aUMOICHCTBUE C
OO0mecTBOM, U (WIK) coBepIIacT (PMHAHCOBEIC OINEPAIIUH, C ISNIBI0 KPAXKU HHPOPMAIMK U (MIH) MOTyYeHUS
KOHTPOIIS HaJl yCTPOHCTBOM;

o COBEpIIICHHE B OTHOIICHHH KIIMEHTa MHBIX MPOTUBONPABHBIX NEHCTBHUN, HANPaBICHHBIX HA
MOJTYICHHE 3aIAIIAeMO HHPOPMAITUN U (MITH) TOCTYTIAa K YCTPOUCTBaM KIIMCHTA.

2. Baxnble 3aMeYaHus

Bce pucku, CBS3aHHBIE ¢ yTPaTOW W KOMIIpOMETAITMEH YYETHBIX IJaHHBIX (JOTHHA, MApOJIs) IS
JIOCTYIa K CHCTEME 3JIEKTPOHHOTO B3auMOACHCTBHUSA ¢ OOIIECTBOM, KIIOUeH 3JIEKTPOHHON MOIIUCH HECET
KIHEHT.

Ecnmu xnameHT coMHeBaeTcs B KOH(UACHIMANBHOCTH CBOMX YYETHBIX NaHHBIX W (WIH) eCTh
MOI03PEHNE B UX KOMIIPOMETAITH (KOTIMPOBAHWH ), KIIMEHT JOJIKEH OCYIIECTBUTH NCHCTBHS B IEIISIX 3aMEHBI
YYETHBIX IaHHBIX, OOPATHBIIUCH K OMEPATOPY CHCTEMBI JIEKTPOHHOTO JOKYMEHTO000POTA.

Ecnmu ectp momo3peHue B KOMIpoMeTanuu (KOMUPOBAHUK) KITFOUEW 3JIEKTPOHHOW TOJIINHMCH W B
ciydae MX YTPaThl, KIHCHT MOJDKEH OCYIIECTBUTEH ACHCTBHUS B IEIX OJIOKHPOBAHUS KITFOUEH AICKTPOHHOMN
IMOAITHNCH, 06paTI/IBIHI/ICL B opraHmaumo, B KOTOpOﬁ OHHU 6I)IJII/I HOJIy‘IeHBI.

3. Mepbl 1m0 mNpeJOTBPAIIEHMI) HECAHKIIMOHHPOBAHHOIO /JOCTyNa K 3alluiaeMou
HHpopmanuu

3.1. O6ecneubTe 3aIIUTY YCTPOICTBA, C KOTOPOr0 Bbl OCYIIECTBJIsIeTe B3auMoeiicTBUEe ¢
Oo6mecTBoM. K Takum MepaM BKJIIOYAsl, HO He OTPAHUYUBASICH MOTYT OBITh OTHECEHBI:

o WCTIOJIH30BAHKE TOJIHKO JIMIIEH3UPOBAHHOTO MPOTPAMMHOTO 00ecreueHus], TIOIYyYeHHOTO U3
JIOBEPEHHBIX NCTOYHUKOB;

o 3ampeT Ha YCTaHOBKY MTPOTpaMM M3 HETIPOBEPEHHBIX NCTOYHHUKOB;

o HaJIMYMe CpEACTBA 3allUThl, TaKUX Kak: AHTHBHPYC (C PETyIsIPHO U CBOEBPEMEHHO
0OHOBJIsIEeMBIMU 0a3aMH), IEPCOHATILHBIN MEKCETEBOM SKpaH, 3alUTa HAKOTIUTEIS;

J HacTpoliKa MpaB J0oCcTyla K YCTPOMCTBY C LENbIO MPeJOTBpAIleH!s] HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA;

o XpaHEHHe, WCIIOJIb30BaHUE yCTPOWCTBA C IEIbI0 M30ekKaTh PUCKOB €ro yTpaThl (MOTEpH,
XUTICHMS);

o CBOEBpEMEHHBIE OOHOBIICHHSI OTIEPAITHOHHON CHCTEMEI;

. aKTUBAIIMS TApOJIbHOW WM MHOM 3aIUTHI JIJISl JOCTYTA K YCTPOUCTRY;

o B Cilydae OOHapy>KEeHHUs 3JJ0HAMEPEHHOTO MTPOrpaMMHOT0 00ecTieueHHs Ha yCTPONHCTBE IOCIIe
€ro yJaJleHus He3aMeUINTeIbHAas CMeHa JIOTHHA U TIapoJIs;

. 3alpeT Ha OCYIIECTBICHUE JCHCTBUIM, HANPABJICHHBIX Ha IEpelady CBOEH JIMYHOU

I/IH(I)OpMaLII/II/I qgepe3 06H_I€I[OCTyHHI:I€ 6€CHpOB0,£[HI>IC ceru. Paboras B HUX, 3alIp€T Ha BBCIACHHUC naponeﬁ
OO0CTYyIIa, JIOTUHOB.

3.2. ObecneubTe KOH(MUICHUMAJIBHOCTHL MEPCOHAJBHBIX JAHHBIX U  3alUIAeMOM
HH(popManuu, B TOM 4ucJjIe:
. XpaHUTE B TalHE ayTCHTU()UKAIMOHHBIE / WACHTU(UKAIMOHHBIC JAaHHBIC M KIIOYCBYIO

MH(POPMALMIO, TONTYYEHHBIE OT OIIEPATOPa CHCTEMBI JNEKTPOHHOTO B3auMoieiicTBIs ¢ OOIIECTBOM: HapoIH,
3aKPHITHIE KIIOUH, CEPTH(HUKATEL, a B CIIyJae KOMIPOMETAINH HEME/TIEHHO IPUMKTE MEPhI TS CMEHHI U (MITH)
OJIOKMPOBKH;

. cOOMI0/1aliTe IIPMHIUI Pa3yMHOTO PACKPBITHS BAIIMX MEPCOHANBLHBIX JAHHBIX U 3alllUIIAeMOi
MH(pOPMALMH, B TOM YHCIE O HOMEPAaX CUETOB, O BAIIMX NACTIOPTHBIX JAHHEIX, O HOMEPAX KPEIUTHBIX U
ne6erosbix kapT, 0 CVC\CVV! komax.

3.3.  IlposiBasiiiTe 0CTOPOKHOCTD M MPEIYCMOTPUTEILHOCTH, B TOM YHCJIe:

. OyIbTe OCTOPOKHBI TIPH MOTYYEHHH SIEKTPOHHBIX MHCEM CO CCHUIKAMMU U BIOXKEHUSIMH, OHHU
MOTYT TIPMBECTH K 3apakKeHMIO BALIEro YCTPOMCTBA BPEIOHOCHBIM KOJIOM. BpeoHOCHBIH Ko/, TonaB K Bam

! Card Verification Value/Code, Tpex3HAa4HBIN 3aIMWTHBIN KOJ, KOTOPBIA HAXOAUTCA Ha OOPaTHOW CTOPOHE
0OaHKOBCKO KapThl PSAIOM C IIOJIEM JUISl ITOITUCH



qepe3 JJICKTPOHHYIO MOYTY WKW UHTCPHET-CCBUIKY Ha CaﬁT, MOXKET MOJYYUTH JOCTYI K JIFOOBIM JaHHbIM U
I/IH(l)OpMaLII/IOHHBIM CHUCTEMAaM Ha BalliEeM yCTpOﬁCTBe;

J BHUMATEJIFHO MpOBEpsiiTe azpecaTa, OT KOTOPOro NPUIIO NMHCHbMO. BXxoxsmee muceMo
MOJKET OBITh OT 3JI0YMBILIUIEHHUKA, KOTOPbIil Mackupyetcs oz OOIIecTBO UIIH UHBIX JOBEPEHHBIX JINIL;

. OyAbTe OCTOPOXKHBI IPU TIPOCMOTPE/padoTe ¢ MHTEPHET CaliTaMu, Tak Kak BPEIOHOCHBIN KO
MOXeT OBITh 3arpyeH C caiiTa;

J OyzabTe OCTOPOXKHBI C (paiimamu B apxXuBe ¢ IMapojieM, Tak Kak B TakoM (aiine MOXeT ObITh
BPEIOHOCHBIN KOT;

J HE 3aX0JUTE B CHCTEMBI yIAJIEHHOTO AOCTYINa C HE JOBEPEHHBIX YCTPOUCTB, KOTOPBIC BB HE

KOoHTponupyere. Ha Takmx ycTpoWcTBax MOKET OBITh BPEIOHOCHBIA KON, COOHMpAIOIIUN TIapoid H
UICHTH()UKATOPHI TOCTYIIA MM CHOCOOHBIH MOIMEHUTH OTIEPAIIUIO;

o aHamM3upylTe MHQOpMAIHMIO B Mpecce W HHBIX OOMIEJOCTYMHBIX CIEIHaTH3HPOBAHHBIX
UCTOYHMKAX O MOCIEAHNUX U3BECTHBIX KPUTHYHBIX YSI3BUMOCTSIX M BPEIOHOCHBIX KOJaX;
o OCYyILIECTBISITE 3BOHOK B OOLIECTBO TONBKO IO HOMepy TeledoHa, yKa3aHHOMY Ha

odpurmanpHOM carite O6mecTBa. Baxkao ydects, uto ot jura OOmecTsa He MOTYT IOCTyHaTh 3BOHKH HITH
COO0OIIIeHNs, B KOTOPBIX OT Bac TpeOyroT repenaTh Mapoib, KOJOBOE CIOBO U T.1.;

. UMeliTe B BUIY, YTO €CJIH BBl NepeiaeTe Ball Teae@oH U (WIIM) WHOE YCTPOHCTBO APYTHM
MOJIb30BATENIIM, OHM MOTY YCTAaHOBUTH Ha HErO BPEJOHOCHBIM KOA, a B Cilyyae Kpaxud WIH YTEpPHU
3IIOYMBIIUICHHUKA MOTYT BOCIIOJNIB30BAaTHCA MM [UIS JOCTyNa K CHCTEMaM, C IMOMOIIBI0 KOTOPBIX BBI
ocymiecTBisiere B3anMoeiicteue ¢ O0IecTBOM U KOTOPBIMH MOJIb30BAIUCH BBI;

. Ipu yTepe, Kpaxe TeledoHa, MIaHIIeTa, MEPCOHATBHOr0 KOMIBIOTEpa, HHOTO YCTPONCTBA,
UCIIOJIB3YEMOTO ISl OCYLIECTBICHU B3auMoieiicTBUs ¢ OOLIecTBOM, HEOOXOAUMO:

a. He3aMemIuTenbHO mpouH(popMupoBaTh OOMECTBO M OMEpaTopa CUCTEMBI JIIEKTPOHHOTO

B3aMOJCHCTBHS,

b. M0 BO3MOKHOCTH ONEPATHBHO C YYETOM MPOYUX PUCKOB M OCOOCHHOCTEH HMCIONBb30BaHHS BAIIETO

TenedoHa 3a0J0KHPOBATE U TIEPEBHIITYCTHTH CUM KapTy;

C. CMEHHTD MapoJjib, BOCIIOIB30BABIINCH APYTUM JOBEPEHHBIM YCTPOHCTBOM H (WJIH) 3a0JIOKHPOBATH

JOCTYM, 0OpPAaTUBIIUCH K OTIEPATOPY CHCTEMBI 3JIEKTPOHHOTO B3aMO/ICHCTBUSI;

. IIPU MOJIO3PEHHUH Ha HECAaHKLMOHUPOBAHHBIM MOCTYM U (WJIM) KOMIIPOMETAIMIO YCTPOCTBa
HEOOXOAMMO CMEHUTh MapoJib, BOCIOJB30BABIIMCH JPYTHM JOBEPCHHBIM YCTPOWCTBOM U (WJIH)
3a0JJOKHPOBATh JOCTYIl K CHCTEME, 4epe3 KOTOPYIO OCYIIECTBISETCS B3amMojaelcTBhHe ¢ OOIecTBOM,
0o0paTHBIINCH K OIEPaTOpy CHUCTEMBI JJIEKTPOHHOTO B3amMoaewcTBusA. Ecnmm 3T0 ymecTHO — OTO3BaTh
CKOMIIPOMETUPOBAHHBIM 3aKPBITHIM KIIIOY B COOTBETCTBUU C MpPaBHIIAMHU, OTPAKEHHBIMU B JOTOBOPHBIX U
(nnn) mpoueaypHBIX JOKYMEHTAX JIUIA, BHITYCTUBIIETO TAKOH KITFOY;

o MMOMHHUTE, YTO HAIMYUE PE3ePBHON KOMHH MOXET OOJIETYUTh U YCKOPHUTH BOCCTAaHOBJICHHE
BaIlleT0 YCTPONCTBA;

o JMy4Ille BCEr0 WCIONB30BaTh i (DMHAHCOBBIX OTEpaIfii OTAEThHOE, MaKCHUMAalbHO
3alUIIEHHOE YCTPOHCTBO, JOCTYI K KOTOPOMY €CTh TOJBKO y Bac;

. KOHTPOJIUPYHTE cBOM TeneoH. B citydae BrIXOJa U3 CTPOSI CUM KapThl, UCIIOIB3YEMOM JJist
nonryueHust CMC-ko/10B, HE3aMeIITUTEIHLHO 00palaiTech K COTOBOMY OIEPaTopy Ui YTOYHCHUS MIPUYUH U
BOCCTAHOBJICHUS CBSI3H;

o PETYISPHO BHIMONHANTE pe3epBHOE KONMMPOBAHUE BAXXHON MH(YOPMAIIHN;

o MOJIIePKUBAKTE Bally KOHTAKTHYIO HH(POPMAIIHIO B aKTyaJIbHOM COCTOSTHUH ISl TOTO, YTOOBI
B ClIy4ae HE0OXOAMMOCTH C BaAMH MOYKHO OBLIO ONIEPaTUBHO CBA3ATHCS.

3.4. Ilpu pabGore ¢ KIH0OYaMH 3JIeKTPOHHOM MOANNACH HEOOXOTUMO:

. B Clly4ae XpaHCHHUS CEKPETHBIX KIIOUEH 3JIEKTPOHHOW MOIIMKCH HAa BHEUIHEM KIIOYEBOM
HOCHTENE KpaliHe BHHMATEIhHO OTHOCHTHCS K BHEITHEMY KIIFOYEBOMY HOCHTENIO, HE OCTABIIATH €ro 0e3
MIPUCMOTpA U HE TIepeIaBaTh TPETHUM JINIAM, U3BJIEKaTh HOCUTENb N3 KOMITBIOTEPA, €CIIM OH HE MCTIONB3YeTCs
U1 paboTBhI;

. UCIOJIb30BaTh CIIOXKHBIE MAapoiM JUIsl BXOAA Ha YCTPOWCTBO M AN JOCTYNa K KIOYaM
AIIEKTPOHHOM MOJITUCH, HE XPAaHHUTh MAPOJIA B TEKCTOBBIX JOKYMEHTaX Ha yCTPOWCTRBE.

3.5. IIpu pa6oTe Ha MEePCOHATBHOM KOMIIbIOTEpE HEOOX0AUMO:

o WCTOJh30BAaTh JIMIIEH3WOHHOE TMpOTrpaMMHOE olecmedeHue (OmeparioHHble CHCTEMBI,
o(ucHBIE TAKETHI U T.1I.);

. CBOEBPEMEHHO YCTaHABJIHMBATh AaKTyallbHbIE OOHOBIICHHS O€30MACHOCTH (OIepalMOHHbIC

CHUCTEMEBI, O(I)I/ICHLIC IIaKCThl U T.I[.);



. UCIOJB30BaTh AHTUBUPYCHOE MpPOrpaMMHOE oOOecreueHHe, peryyisipHo OOHOBIATH
AHTHUBUPYCHBIE 0a3bl;

J UCIIOJIb30BATh CTICUATM3NPOBaHHBIC IPOTPAMMBI AJIS 3aLIUTH HHPOPMAIHH (TIEpCOHATBHBIC
MEKCETEBbIE DKPaHbl M CPEICTBA 3aLIUTHl OT HECAHKUMOHUPOBAHHOTO IOCTYIHA), CPEICTBA KOHTPOJII
KOH(UTYpaLUU YCTPOICTB;

. UCIIOJIb30BATh CJIOKHBIE [1ApOJIY;

. OTPaHUYUTh JOCTYIl K  KOMIIBIOTEPY, HCKIIOYUTH (OTpaHHYUTh) BO3MOXKHOCTH
JUCTAHLMOHHOTO MOAKIIOUEHHS K KOMITBIOTEPY TPETHUM JIUIaM.

3.6. Ilpu padore ¢ MOOMJIBHBIM YCTPOHCTBOM HEO0X0AUMO:

J HE OCTaBIsITh CBOE MOOWJIBHOE YCTpOHCTBO 0€3 NpPHUCMOTpa, YTOOBI HCKIIOYHUTH
HECaHKIIMOHHUPOBAHHOE HCIIOIb30BAHUE;

. UCIIOJIb30BATh TOJBKO O(UIMATIbHbIE MOOUIIBHBIE IPHIIOKEHNUS, 3aTPYKEHHbIE IPH TIOMOIIH
ouIMaTBEHOTO Mara3uHa MPHIOKCHUH;

. HE MEPEXOAUTh M0 CChUIKAM W HE yCTaHAaBJIHMBAThH MPHIIOKEHNS/OOHOBIICHUST 0€30IMacHOCTH,

npureamue B CMC-coobmiennu, Push-yBeqomiieHHH WK MO 3MEKTPOHHOM MOYTE, B TOM YHCIIE OT UMCHH
OOmecTBa;

o YCTaHOBUTH Ha MOOMIIBHOM YCTPOMCTBE MApOJIb IS AOCTYIIA K YCTPOHCTRY.
3.7. IIpu o6mene nndopmanueii yepes cetb UHTepHeT HEOOXOAUMO:
° HE OTKPLIBATH IMMCbMa U BJIOKCHUA K HHUM, INOJYUCHHBIC OT HCU3BECCTHBIX OTHpaBHTeHeﬁ 110

3H€KTpOHHOﬁ mo4yTe M Apyrux HpHJ’IO)KCHHfI, HCIIOJIB3YEMbIX B TOM YHCIIC IJIA oOMeHa COO6H.[CHI/I$IMI/I
(SJICKTpOHHLIMI/I HI/ICI:MaMI/I), HC IEPCXOAUTH IO COACPIKAINMCSA B TAKUX NMCbMax CCbUIKAM;

o HE BBOIUTH TMEPCOHANBHYIO HHGOPMALMIO HA TMOMO3PUTEIBHBIX CcaliTax W JPyrux
HEU3BECTHBIX BaM pecypcax;

° OrpaHUYUTD IMOCCIICHUC CaliTOB COMHHUTEILHOTO COACPIKAHUA,

. HE COXPaHATh TAapOJH B TMaMsITH WHTEpHET-Opay3epa, €cid K KOMIBIOTEpY (MHOMY
YCTPOWCTBY) €CTh IOCTYH TPETHUX JIUIL;

o HE HaXXMMaTh Ha OaHHEpPHl M BCIUIHIBAIONIUEC OKHA, BO3HUKAIONINE BO BpeMs pabOThHI C
UHPOPMAITHOHHO-TEIICKOMMYHHUKAIIMOHHON ceThio IHTEpHET;

o NpY CKAYMBAHUU KOHTCHTA HAJ0 BHUMATEIBHO YMTATh YCIOBHUS HCIOJIH30BAHUS CEPBHUCA, &
TaKke HHYOpMAITHIO, Pa3MEIICHHYIO ¢ CHMBOJIOM «3Be3709Kay (*);

o OTKPBIBATh (hailJIbl TOJHKO U3BECTHBIX PACIIMPEHUHN M3 TOBEPEHHBIX HCTOYHUKOB.



